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ABSTRACT:
Soot is a Java Optimization framework. It provides intermediate representations for analyzing and
transforming the Java Bytecode. The Soot framework is developed in java language. Soot basically has its
four intermediate representations 1: Baf 2: Jimple 3: Shimple 4: Grimple. Soot can be used as a standalone
tool for optimizing java Bytecode and for the transformation of the java Bytecode.
Our approach is to convert the java Bytecode into one of the intermediate representations Jimple, Shimple,
Grimple or Baf format and then modifying it or optimizing it as per our requirements or performing different
analysis or performing profiling or adding instrumentation instructions inside the intermediate representation
and then converting the modified or optimized code back to the Bytecode so that the optimized Bytecode
can be run with the instrumentation code.
This research work presents a method of instrumenting Android applications. We are using a tool called
Soot for program instrumentation. We are working on improving the soot tool which enhances the
instrumentation process of the android application. We also describe the jimple representation of soot tool to
perform manual instrumentation of the bytecode of the applications directly. In such cases the source code
of the target application is not required.2
Keywords:Instrumentation, Soot, Dalvik Bytecode.
1: INTRODUCTION
Program instrumentation is done widely in different engineering fields. The main aim of program or
application instrumentation is to create different tools such as profilers for different applications written in
different programming languages and debuggers to detect errors in programming. Instrumentation is also
used for securing programs through inline reference monitoring of the applications.Instrumented code alters
the behavior of the original application thus allowing the attacker to make the application behave the way he
wants to. Moreover instrumentation can also be used as a protecting weapon. Android applications obtained
from untrusted sources can be instrumented to enforce some sort of policies to prevent application from
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doing data leaks of confidential information. Since the instrumentation code runs as an integrated part of the
target application, it has full access to runtime state, thus it can avoid the security issues.
In many cases, the source code of the application to be instrumented is not available. Hence, soot is used for
conveniently analyzing and instrumenting binary applications.
2: DESCRIPTION
Soot is a free compiler infrastructure, written in java (LGPL). It was originally designed to analyze,
instrument and transform java bytecode.Soot can be used as a stand-alone tool (command line or as an
Eclipse plugin). It can be extended to include new IRs, transformations and visualizations.
Soot provides following four IR:
1: Baf2: Jimple3: Grimple4: Shimple

3: DALVIK BYTECODE
A Dalvik executable code is generated by compiling all the java classes present in the application by using
the dx compiler. Dex file stores this Dalvik Bytecode. A Dex file deals with four different components:
Strings, Class Fields and Methods.
The Dalvik executables can be modified again prior to installing on to an emulator or mobile device.
Modification is done to achieve different kinds of optimizations or instrumenting different instruction to
achieve change in behaviour that we need to have in the Android Application.

4: INSTRUMENTATION EXAMPLE
4.1: PHASE 1:
4.1.1: Creating a custom android application:
We have created a simple android SMS Messenger application to be used for instrumentation using eclipse
tool. It is named as SendSMSDemo application. This research work shows the instrumentation of same SMS
Messenger Android application named SendSmsDemo. The User Interface of my application consists of two
text boxes, one for entering the phone number to which we want to send the message and the one for
entering the message to be sent to the predefined number.

4.1.2: Instrumenting the application
User Interface also contains a button for sending the message. When the user clicks on the “Send SMS”
button, the application sends the given message to the given phone number. Following figure (a) and figure
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(b) shows source code of my Application. The code comprises of the two methods, onCreate and sendSms.
The onCreate event method gets called when the activity is launched for the first time. This method defines
some layout settings (setContentView) and prints out some debug information.

Figure (a): onCreate Method
The sendSms callback method is the more interesting part. It is called when the user clicks on the “Send
SMS” button. The link between the method and the button is established using a layout XML file, which is a
declarative

way

to

register

callbacks

for

UI

components.

Figure (b): sendSMSMessage method
4.1.3:Testing the results
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Now the original SendSmsDemo.apk file is instrumented manually to include my custom instructions. Now
the android application project is recompiled and build along with the instrumented instructions.
instructio
Now we
will run the generated APK file and the instrumented APK file will run with the extra code that we had
added to it.Thus the original application is instrumented with the instructions such that, when the user
presses the send button after inserting
ng the recipient number and message, the application automatically sends
a copy of the same message to other recipient whose number is instrumented in the jimple code. This can be
done by instrumenting the sendSmsMessage. All we need to do is to create two instances of the
smsManager.sendTextMessage() method.One instance is the default one of the application and second one is
our instrumented one. In the second method we can manually or automatically insert the other recipient
number to whom message is to bee sent.

UNKNOWN
RECEIVER
SENDER

SMS APPLICATION

RECEIVER

SENDER

Figure (c): Before Instrumentation

INSTRUMENTED
SMS APPLICATION

RECEIVER

Figure (d): After Instrumentation

Figure (e): Instrumented Android Application
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4.2:PHASE 2:
4.2.1: Converting the Dalvik Bytecode into an IR.
In this phase we have instrumented the Dalvik Bytecode of an android application by transforming it into the
Jimple representation of soot. We have used the eclipse IDE and soot plugin to transform the source code
into Jimple representation. Following fig. shows a set of jimple files generated.

Figure (f): List of Jimple files created

4.2.2: Instrumenting the Intermediate Representation
Here we needed to instrument the MainActivity.jimple to change the behaviour of the application.
Instrumentation is done by modifying the instructions so as to change its original behaviour.We have
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instrumented the intermediate representation in the same manner such that the code which sends message to
the specified number in the textbox, has been changed to send the same message to other instrumented
number in the MainActivity.jimple file. Following figures shows
shows the application behaviour after being
instrumented.

Figure (g):
): Instrumented Android Application (Through IR)

Thus when user sends the message to someone, it automatically gets sent to someone else whose number we
have included in the instrumented code.
ode. This demonstrates the instrumentation of android application.
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5: Conclusion
This research work shows the creation and instrumentation of android applications. But the thing becomes
quite a difficult task when we need to perform instrumentation on the application without having the source
code. This research work shows the technique of generation of the intermediate representation of the android
applications and the instrumentation of the intermediate representation using soot tool.Instrumented code
alters the behavior of the original application thus allowing the performer to make the application behave the
way he wants to.

Thus with the help of instrumentation we can develop a whole new era of android application with fully
featured profilers, debuggers and tools for controlling the applications at runtime.

6: Future work
As a future work, one can automate the process of instrumentation by using a soot driver which can generate
directly the jimple files or any other intermediate representations from the apk file, as soot is missing such
functionality which can directly generate intermediate representations from apk of an application. Thus one
can automate the process of instrumentation of android applications.
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